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ADMINISTRATIVE GUIDELINE

                                   Title:  Facilities Security
Effective Date:  October 1, 2006
Responsibility:  Superintendent of Business                                                                                               

1.0
Rationale
The Board has the responsibility under Executive limitation “EL-8 Asset Protection” to protect its facilities and equipment against theft, wear and tear and the possible liability issues arising due to unauthorized use of Board facilities and equipment.  To this end the Board has devised a new security process to protect these assets.

2.0
Definitions

Regular Working Hours:  For the purpose of this guideline, regular working hours are determined to be 7:00 a.m. to 4:30 p.m. Monday to Friday when facilities are open for regular school operations.

Arming/Disarming Code:  usually a personal 4 digit code assigned to an authorized employee of the Board, to be used for arming/disarming the main entrance security panel at the facility.  This code should be kept confidential.
Security Card:  card issued to an authorized employee of the Board.  The security number listed on the card, identifies the holder of the card as an authorized employee of the NNDSB and is required when contacting the security monitoring company to advise of problems with arming/disarming the security system etc.


3.0
After Hours Access
Each facility shall have only two (2) means of entrance outside of regular operating hours.  After hours access to the facility will be at the main entrance located closest to the main security panel.  The second or alternate entrance is intended for emergency access only.  Use of the alternate entrance would active the alarm, necessitating an immediate phone call to the security monitoring company.

All employees authorized to access Board premises outside of regular working hours will be required to have an appropriate entrance key, valid security panel disarming/arming code and a security card identifying them as an authorized employee of the board.  When an employee is transferred, retires or otherwise ceases to be an employee of a particular facility, all security cards, keys and codes shall be returned to the school administrator.

Assignment, issuing and collection of returned keys, security codes and security cards at the school level will be the responsibility of the school administrator or designee.  Administration will be required to keep an accurate log listing all keys etc. issued and returned (see attached appendix “A” and “B”).  Assignment and tracking of keys, codes and cards for all other Board staff will be the responsibility of the Maintenance Supervisor responsible for the facility.
Security cards and arming/disarming codes shall be reviewed every two (2) years to ensure and maintain the integrity of the security system.  The Maintenance Supervisor responsible for the facility will advise the Principal and Facilities Services Supervisors a minimum two (2) weeks before the changes will be implemented.  Principals and Facilities Services Supervisors will be responsible to advise their staff of changes as they occur.

4.0
Entrance Keys
Entrance keys and locks will be a standard, licensed “High Security System”.  These keys are only able to be reproduced by the authority of the Maintenance Supervisor responsible for the facility.  In order to control and improve building security, only a limited number of keys will be provided for each facility.

Facility specific entrance keys will be assigned on a permanent basis to Principals, Vice-Principals, Senior Board Administration, Board Office Staff (North Bay, Parry Sound, Classroom Support Centres East and North, Sundridge, the Annex), Secretary (elementary), Head Secretary (secondary), IT personnel, permanent Maintenance/Custodial staff, Facilities Services Supervisors and Maintenance Supervisors.  The holder of the key is accountable for these keys.  Keys should not be loaned or transferred to another person.

In addition to the above keys, ten (10) keys for after hours use will be available at the secondary level and five (5) additional keys at the elementary level.  These keys will be signed out by teaching staff, EA’s, etc. and will be accompanied by a temporary security card and arming/disarming code.

A lost or otherwise unaccounted for key can compromise the facilities security.  Lost keys should be reported immediately to the Maintenance Supervisor responsible for the facility.  Excessive expenses incurred due to the lost or unaccounted keys will be charged back to the facility administrator.

5.0
Security Cards
Permanent security cards will only be issued to authorized employees of the Board as follows; Principals, Vice-Principals, Senior Board Administration, Board Office Staff (North Bay, Parry Sound, Classroom Support Centres East and North, Sundridge, the Annex), Secretary (elementary), Head Secretary (secondary), IT personnel, permanent Maintenance/Custodial staff, Facilities Services Supervisors and Maintenance Supervisors.

All other employees wishing to work outside of regular working hours will receive a temporary security card and arming/disarming code when they sign out their temporary entrance key.  These cards, along with the key, shall be returned immediately on the next school working day.
6.0
Arming/Disarming Codes
Arming/disarming codes will be assigned by the security service provider.  Codes will be reviewed every two (2) years.

Codes will be issued to Principals, Vice-Principals, Senior Board Administration, Board Office Staff (North Bay, Parry Sound, Classroom Support Centres East and North, Sundridge, the Annex), Secretary (elementary), Head Secretary (secondary), IT personnel, permanent Maintenance/Custodial staff, Facilities Services Supervisors and Maintenance Supervisors.  A temporary access code will be issued at the time of request for temporary access keys and security cards for all other staff.
7.0
Security Procedure Recommendations
· If not familiar with security system obtain operating instructions from the Facilities Services Supervisor or Custodian on site prior to use.

· Enter facility using only the entrance closest to the security system panel.  Use of the second entrance will set off alarm.

· Take note if the security system is armed or disarmed.  Promptly disarm the system if required using the code provided to you (this operation is time sensitive).  Standard time range is forty (40) seconds.  In the event the system does not disarm/arm properly, promptly contact the monitoring station immediately advising them of the problem.  (Have your security access card handy as this information will be requested of you during communication.  The security monitoring phone number is on the card and in the vicinity of the security panel.)

· After disarming security system ensure entrance door is locked securely behind you.  (Push slightly on door to ensure it has latched.)

· If you are expecting additional visitors to the school wait at entrance until all visitors have arrived.  Do not leave entrance door propped open or unattended.
· Sign log sheet (if provided near panel) or place note on the panel.  This will advise others entering the premises of your presence, the room or area you are working in and if possible arrival and departure time.

· If upon your arrival the premise is occupied you will need to coordinate who will be arming the security system.  The last person leaving the building is responsible for ensuring that all doors and windows are secure and the security system is armed.
· When leaving the premise, check security system panel to ensure that the system is ready for arming (as per instructions received from the custodian).  In the event of a problem with the system call the monitoring system for advice.  Do not leave the building until the issue has been resolved and the system successfully armed.
· Arm the security system.  Leave the building immediately upon arming (this operation is time sensitive, standard forty (40) seconds).  Pull on main entrance door to confirm it is secure.

· It is recommended that person(s) do not occupy facilities after 12:00 midnight.  If this cannot be avoided a call must be made to the monitoring company prior to midnight.  Caller will have to identify themselves with their security card number.
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Appendix A
Please keep logsheet in a secure location.
Location:





School Year:
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Please keep logsheet in a secure location.





Appendix B
Location:






School Year:
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Our mission is to educate learners to their fullest potential in preparation for life-long learning.
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